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Team / Agenda

+ Team — JAED Facility Solutions
— James A. Hutchison, lll, P.E.
— Pamela J. Babuca, ASID, IFMA
— Andrew LaRowe, CFM
- Agenda
— School District Security Tools- Latest Trends
— Emergency Preparedness for Schools
— Connecting IAQ & Emergency Preparedness

— District & Community Preparedness — Opportunities for
Cooperation

- — Federal Preparedness Resources
— District Preparedness Case Studies
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«  Security Technology Tools
-~ CCTV
— Access Control
— Intrusion Systems

« Web-Based Security Tools
— Information Servers
— CAD Servers
— Low Voltage Security System Interfaces
— System Manufacturer Interfaces
I— — Multi-Platform Interfaces

EJAED@




«  Security Technology Tools

— CCTV System

- Enterprise Digital Video Surveillance
* Intelligent Video

* Human detection system

— Distinguishes Between Background Motion And Relevant
Human Motion.

— Performs Reliably In Highly Dynamic Environments.
— Minimizes False Alarms. T

S |Z|l=. - Improves Monitoring Efficiency
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«  Security Technology Tools

— Access Control System - Applications
- Gates, Vehicle Lots, Tool Equipment Storage

* Access To Control Rooms And Offices, Communications
Sites And Other Secure Sites




«  Security Technology Tools

— Intrusion System
» Hardwire Or Hybrid Wireless Security Control Panel

* Operate And Check System
Status Remotely Via Phone

 Built-in Keypad And
2-way Voice Speaker

EJAED@



+ Web-Based Security Tools
— Information Servers
— CAD Servers
— Low Voltage Security System Interfaces
— System Manufacturer Interfaces
— Multi-Platform Interfaces

EJAED@
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+ Web-Based Security Tools

— Desired Features:

- Web-native
GIS Based (Geographic Information System)
Graphical User Interface (GUI) For CCTV
Cad-driven Viewer To See Maps & Plans

- Stringent Security Standards o= ===
- “Enhances School e O]9
District / Community il
Safety And Security
Partnering” o
|Cms:nn':ﬁnfmﬁ
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Trends

«  Web-based Security Tools

— Multiple “Module” Possibilities
* Remote Access To CCTV System
 Digital Photography Links
* Hazardous Materials Interface
« Fire And Safety Site And Floor Plans
* Emergency Preparedness

Documentation TR EEE T stodask
* Emergency Exit Routes 1
« Tornado Safety Zone / Shelter

« Links To Other Low-voltage Systems
— Fire Alarm Systems
— Card Access Systems

- — Intrusion Systems i

— Communication Systems

[1 Comensn’ selecied i B
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Emergency Preparedness for SChools

- Emergency Planning For Schools - Components
— Emergency Plans , ,
. e e Practical Information
— Protection / Mitigation on Crisis Planning
o Preparedness A GUIDE FOR SCHOOLS AND COMMUNITIES
— Response
— Recovery
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Emergency Preparedness

- Emergency Plans

— Develop A Crisis Plan
* Include Community Agencies
« Address Traditional Crises
— Fire
— Shootings
— Accidents
» Non-traditional Crises
— Biological
— Radiological
— Chemical
— Terrorist

— Review Your Crisis Plan
— Train, Practice, Dirill
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Crisis Response and Follow-Up
Assessing the School Crisis

In order to effectively manage a schoal emergency, some determination must be
made by the immediate Emergency Response Team or the principal as to the
magnitude and intensity of the situation so that appropriate resources can be
mobilized. Rock Hill School District Three uses a three-level system for this
purpose.

Considerations To Be Used In Determining Crisis:
Degree of life threat and/or danger
Amount of Loss (family, friends, classmates)
Immediacy of Crisis
Duration of Trauma
Amount of damage or destruction to passessions, homes, or community
. Potential for further crisis
. Exposure to death or destruction
. Amount of moral conflict (e.g., controversial issues)

YD N W=

[0

<

[ 14 4 40f 10 bRl OO

— Address Unique Needs Of Individual Schools

JAEDSS
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Emergency Preparedness for S

* Protection / Mitigation

— Conduct An Assessment Of Each School

- ldentify High Risk Factors (Ex. - Proximity To Sources Of
Hazardous Materials)

* Develop Plan To Reduce Risk (Ex. — An Evacuation Plan)

— Partner With Businesses And Factories Nearby To Insure
Alignment Of Crisis Plans

— Implement A Process To Access And Egress To The
School

— Review Traffic Patterns
- — Review Landscaping
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Emergency Preparedness for SChools

* Preparedness

Have Site And Building Plans Readily Available

Share Plans With Emergency Responders

Plan For Multiple Evacuation Routes And Rallying Points
Practice Responding On A Regular Basis

Inspect School-owned Emergency Equipment

Develop A Student Discharge Plan

Develop A Parental Communication System

Cultivate Media Relationships

Strategize Information Sharing With Law Enforcement
Officials
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Emergency Preparedness for SChools

EJAED@

- Response
— Develop A Command Structure For Response

— Review And Approve Roles For
* Educators
+ Law Enforcement Officials
« Fire Officials
« Other First Responders
- Recovery
— Return To The Business Of Teaching And Learning

— ldentify And Approve A Team Of Credentialed Mental Health
Workers

— Ensure Adequate Training For Team
— Notify Parents Of Recovery Plan
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Lonnecting IAQ & Preparedne

- |AQ Tools For Schools Basics Indoor Air Quiality;
J@ols’tor Schools
— Understand The Importance Of IAQ

— Assign An IAQ Coordinator
— Launch An IAQ Team

— Understand IAQ Realities For Your District
+ |AQ Management Plan

* Resolving IAQ Problems

= Ha

- Is There Synergy Between
IAQ Tools and Emergency

W el o
Preparedness Tools? T e
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Lonnecting IAQ & Preparednes

* |1AQ Management Plan
— Logistics/Benefits
— Activation
— Steps
+ Assess Current Status

* Perform Repairs And Upgrades
+ Final Steps

— Effective Communication

* Resolving IAQ problems
— Diagnosing IAQ Problems
— Solving IAQ problems

JAEDSS
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Ventilation Checklist & Log

Schools use & variety of metheds for
ventilating the building with owdaor
sir: 1 i

you're getting the proper amount of
outdoor air (visusl inspection or forling

such = wit ventiators, central HVAC
systems, and central exbaust symems,
nd; 2) passive systems that rely on
opersble windows, air e, wind, and
the stack effect (the wndency of warm
st o rise).

‘The msjority of the Ventistion Chock-
lis/Log sctivities spply mainly to
mechanical ventilition systen, and
are designed to sceomplish twe
finctions:

® Ensure that the veniilation system
is clean, a:

Fusure that an adaquate amount of
outdoor siris supplied to occupied

Many ofthese activities should be
performed by individials with appro-
prist: training in mechanical systems
and ssfoty procedures. Most sctivities
canbe perfomed with basic mainte-
nance wols, but Activiyy 22 will
require sirflow messurement oquip-
‘ment that you may not have. The
section How & Measure Airflow, st he
back of this Checklist, deseribes the

2 far
it your senom

capes or futm
ralaranca.

1o 16

type usod © messure
sirflow. The IAQ Coardinstor has.
information on how fis equipment can
be obtsinad (Appendix C of fhe
Coondinstor’s Guide). Make s effort
to obtain this equip RN
conducting Activity

adequste amount of

airflow can only be
equipment that can|

s not sufficient).

Activities 17-21 can be applied to
pasmive ventilation systems. For
activities fhat do not apply, place 3
“NA™ in the date columm of the Ventila-
tion Log.

our schoal most likely has muliple

units and sysiems, 5o be sure © perform

the sctivities and complete the Ventils-
tion Log for ach unit. The sctivities
are listed in 2 purposeful order to
prevent having to repeat activities fora
given unit a the inspection progresses.
the scrivitive:

Activities 1-3

Perform these setivities for all outdoor
ait intskes whilk outside fe building,
andmgk the results on the Ventilation
Log for eschunit

Activities 4-12

Perform thess ctivities a6 & set on exh
vemilation unit while you're in the
room and the unit is open.

Activities 13-16

Perform thess ventilation control
system activites & required by your

P Inddor Alr _Ql!ﬁinl,ﬁ
mboolsTor S
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Lonnecting IAQ & Preparedne

- Similarities Between IAQ Management And
Emergency Preparedness
— Reliance On Facility Knowledge
— Ready Access To Facility Information Required
— Drawing And System Information Requirements

— HVAC System Information
+ Qutside Air Intakes
- Major Air Handling Units

— Ability To Share Information Across Departmental And
Outside Of District Boundaries
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Connecti

Ing IAQ & Preparedness

 Web-Based Solutions

— Similar Web-based Information System Can Ideally Be
Employed For IAQ Management
— Information Served
+ Qutdoor Air Intakes
« System Information
 Air Handling Unit Layouts
* 1AQ Checklists
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Federal Preparedness rPlans

- FEMA resources

Primer lo

Design Safe School Projects - - FEMA LT i 200

in Case of Terrorist Attacks - Primer ﬁ}r

PROVIDING PROTECTION TO PEOPLE AND BUILDINGS 1 = ol DCSig[.] Of CO[:] [:]e‘rCial Bl]ildi llg =
N i R f 5 to Mitigate Terrorist Attacks . - B ) FEMA £30 / June 2001
: J - : ety - Reference Manual fo
Mitigate Potential Terrorist Attacks
Against Buildings

PROVIDING PROTECTION TO PEOPLE AND BUILDINGS

I' SERIES

PROVIDING PROTECTION TO PEOPLE AND BUILDINGS

MULTIHAZARD RISK MANAGEM
IAZARD RISK M,

U.S. Department of Homeland Security

U.S. Department of Homeland Security

© FEMA

MULTIHAZARD RISK MANAGI

U.S. Department of Homeland Security

By 5 §F &

The Schoal Building Association



Federal Preparedness

Plans

« Other Federal Agencies

EMERGENCY PLANNING FOR AMERICA'S SCHOOLS

The U5, Departraent of Eduration is working with school safety expents from awound the United
States t0 make availshlz o schools a mods] smeTgency Tesponse and criss management plan. The model

wrill be available in March 2003, bt excerpts are availshle below. For more inforreation, vist
v ed.gov e merge noyplan/,

Emergency Plans

Ifyondon’t have a school erisis plan in partnership with public safety agencies, inchudiy
enforcement and fire, health, mental health and local emergensy preparecness agencies, deve
that it addresses traditiomal crises and erergencies such as fires, school shootings ard accidents
hinlogical, radiclogical, chemical and other tennrist actvities

Ifywondo have a crisis plan reviewit. Ensure that i addresses sues related to terrors:
hinlogical, radiclogical and cherwical attacks

Train, practice and drill. Docurents on ashelf don’t work in 4 crisis

Enstre that yorschoo] district erisis plan addresses the urimue cirurstances and nesdd

indfvidual schools. Districts are ncouraged o develop a separete plan o each school building,

ctisis planshoul] address fhur major s ion/ratigation; ; response and

Actions that schook shonld take nnder each of these aress include:
Prevention/Mitigation:

o Conduct an sssessment of eachschool building. Identifiy those factors that put the buildy

and staff of greater risk, such &5 pooximnity to rail tracks that reqularhy transport hezardo

o facilities that pimduce highby toxde raterial or propane gas tanks, and devvelop a plan:

the risk. This can include plans to evaruate stulerts away frorm.thise areas in timss of
repasition propans tanks o other hazardbus materials awsy frora schoolbuildings

Wark with businesses ard factories in closs prdmity t the schoolto ersurs tha the s
plan & coondinated with their exivis plars

o

o Ensure aprocess is inplace for contmlling access and egress to the school. Fecuire all
dn not have antharity to be in the school to sign i

-

Revvisw traffic paterrs, and whete possihls, keep cas, buses, and trusks away fio sc

o Review lndscaping, and erenre biildings are not oksoured by overgrowth of bnshes or,
contrdand can be placed or persorns can hide.

DOE

DOD

“AS a former superintenden ofthe natior's
seventh largest school district, | know the
importance of emergency plarning. The midst of a
arisiz is ot the time to start figuring out who
ught to do what. ALthat moment, everyone
imiohed —fom 1op to bortom-should know the
drill snd know each other”

-Secranary Rod Faige

JAEDSS

introduction

Families brust s hools 1o kee p their children safe during the day.
Thanbz to the sfforks of moze than millions o £4sashers, prinaipak,
andstalf aross Amevica. the maprity of scho ol remain azak
hawe nfor our natisn’s youth The mmforbunate vealityis, howeres,
thatsehaol distriets in this country maybe uched either dizectly
orindizeetly by acrisis of som s kind st any time.

Watural disasters sueh as floo ds, caxth quakes, fises,
andtornades can shibe 2 com munity with litle ox no v asming,
Schoolshootings, Dsatens dox astual, axe wrbremely vare but axe
horsifiz and e hilling when they oaeus: The hawwering svents of
Septemberll andsubsequent anthea seazes have wshezedina
new age aftersoriom, Comm unities assoss the counby ase
strupgling to understand and awert acks of fervox.

Children and youthyslyon and find preateom fortin
the adultswhe protect them. Teazhsrs and staf moustknowe how
1o help theivstudents thyovug h 2 evisis and vetwrn them home
sakely. Kinovring whatte do whendased with 2 cxisis ean be the
Aiffzenze bebreenealm and chacs, betwaencowage and faar,
between Lok and death, Thers ave thousands of fives in sehools
every year, yettheve is minim 2l damage bo life snd property
beeause staff andstudents ave prepared. This preparedness needs
o be sctended do all visks sehools face. Sehools and diskieks nsed
o be zeadyte handle oxizes. lavpe and small bo heep oy ehildven
andstafoutofharm’s way and ready toliasm and teach

The tame b plan is sow. If you do ot have a exisis
planin plase, develop ome. If you have ome, review it, update
and practice yowplan

Practical Information
on Crisis Planning

GUIBE FOR SCHOOLS AND COMMUNITIES

UFC 4-010-01
31 July 2002

UNIFIED FACILITIES CRITERIA (UFC)

DoD MINIMUM ANTITERRORISM
STANDARDS FOR BUILDINGS

DHHS

Guidance for

| Filtration and Air-Cleaning Systems

or Altacks

to Protect Building Environments
| from Alrborne

Agel 200

Dopartment of Health and Human Services
Conbars for Disansa Conliol snd Pravention
National Inestus e Decupationsl Satsty wnd Heamn L1 NSRS
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Preparedness Plans

EJAED@

« School District Implementation Case Studies

— State of Delaware
* Web Solution
+ Drawing Management
— Rock Hill, SC School District
« Web Solution
» Drawing Management
- CCTV
- Web CCTV Access




